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Abstract 
In the digital age of the Industrial Revolution 4.0, organizations like BPRACo must undergo Digital Transformation (DT). 

A significant challenge is the lack of adequate information security controls, which can lead to DT failure. Smaller banks, 

such as BPR, face difficulties in adopting effective information security management strategies that are proven for larger 

institutions. This study aims to identify the application of ISO 27001:2022 standards and develop an information security 

management system focusing on the most critical annex clauses for SME digital transformation. It also seeks to evaluate 

and analyze the impact of an information security management system aligned with these key clauses on SME DT success. 

The research employs a five-stage Design Science Research (DSR). Data were collected through interviews and document 

analysis, then analyzed using the ISO 27001:2022 framework for Information Security Management Systems (ISMS). The 

study identified six priority Clause and Annex controls for BPRACo. Based on the gaps, six essential solutions were designed, 

compiled into an implementation roadmap to enhance BPRACo readiness for full ISMS implementation and certification, 

supporting DT success in small banks. This research provides valuable insights and practical implications for information 

security management in small banks.  
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INTRODUCTION 

Digital Transformation (DT) has significantly 

affected various aspects of life, including business 

[1]. DT is "A fundamental change process, enabled 

by the innovative use of digital technologies 

accompanied by the strategic use of core resources 

and capabilities"[2]. DT aims to strengthen entities 

through the application of information technology, 

computing, communication, and connectivity, 

which drives significant changes in the nature and 

function of business [3], [4], [5]. DT is becoming 

an important issue in the banking sector [6], and 

previous research has shown that agile IT 

mechanisms have a significant impact on DT [7]. 

However, traditional IT is also needed to support 

the DT. A hybrid approach, which combines 

traditional and agile methods, has proven to be 

effective in achieving optimal organizational 

performance [8].  

Moreover, previous research has highlighted the 

significance of IT services [9], IT risk management 

[10], information security [11], and DevOps 

practices [12] in supporting digital transformation 

(DT) in large banks, with a focus area from COBIT 

2019 framework. Furthermore, in other financial 

industry types also existed prior studies with 

information security governance focus area, such as 

in insurance companies [13], [14], also in fintech 

company [15].  

The most recent research in large banks and 

insurance context highlight that data management 

and information security are key mechanisms for 

successful DT toward organizational performance 

achievements [16]. In the context of SME such as 

BPRACo, the company is considered as an SME 

because through the latest BPR regulations, it 

focuses on SME services and according to experts, 

BPR is an SME when compared to a General Bank 

(large organization). SME are recognized as having 

the ability to create jobs, encourage 

entrepreneurship, and support local economic 

growth [17], the adoption of the right technology 

can increase efficiency and productivity, and 

maintain competitiveness in an increasingly 

competitive market [18], [19]. Therefore, 

regulations and policies must be prioritized before 

implementation, as these decisions directly 

influence the quality, effectiveness, and efficiency 

of the outcome [20].  

However, DT adoption also brings significant 

challenges related to information security, such as 

the risk of data loss, unauthorized access, and 

infrastructure damage [21], [22]. To address these 

dangers, it is essential to carry out thorough 

investigations, pinpoint weaknesses, and reduce 

existing risks [23]. Therefore, it is important for an 

SME such as BPRACo to design Information 

Security Management System (ISMS) using the 

ISO 27001:2022 standard to manage those risks 
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[24]. ISMS is one that focuses on how to identify 

possible and current risks and how to address the 

impact of these risks [25]. This is in line with 

Financial Services Authority regulations that 

require BPRs and BPRSs to implement security 

measures to prevent security breaches that could 

harm them and their customers [26]. This research 

will explore how information security can be 

implemented in BPRACo using the ISO 

27001:2022 framework, ISO 27001:2022 is a 

framework for information security that can help 

businesses develop and implement a good 

information security management system (ISMS). 

The ISO 27001:2022 standard provides guidelines 

for establishing, implementing, maintaining, and 

continually improving an information security 

management system for companies of all sizes and 

from all sectors of activity [27], which is flexible 

and adaptable to the needs of the organization, to 

improve performance.  

Therefore, this study has formulated several 

research questions to develop an information 

security management system for digital 

transformation. The main research questions are: 

How can the implementation of the ISO 

27001:2022 standard be identified and developed to 

establish an information security management 

system that focuses on specific annex clauses most 

relevant to the digital transformation of SME.  

Furthermore, to what extent does the application 

of an information security management system 

aligned with the key clauses of ISO 27001:2022 

impact the success of digital transformation in 

SME. 

This study presents a novel approach by 

prioritizing key annex clauses of the ISO 

27001:2022 standard for the digital transformation 

of small banks (BPR). Unlike previous research 

focused on larger institutions, it addresses the 

unique challenges small banks face in 

implementing robust information security 

management systems (ISMS), offering a tailored 

framework to enhance their readiness and maturity 

for digital transformation. 

 

RESEARCH METHODOLOGY 

2.1. Conceptual Model 

A conceptual model is a pictorial 

representation of the concepts being discussed in 

the research. 

 

Figure 1 Conceptual Model 
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The conceptual framework model consists of 

three main components: environment, information 

system (IS) research, and knowledge base [28]. 

a. Environment 

Is the environment used as a means for research. 

Divided into four parts Personnel whose focus 

is on abilities and skills, Organization whose 

focus is on the environment that exists in the 

organization, Technology whose focus is on 

infrastructure and information, and problems 

that become the initial benchmark for research. 

b. IS Research 

Focus on the development research factor of the 

research and evaluation conducted in the study. 

c. Knowledge Base 

It is the knowledge base of the research, such as 

the foundation of the theories and concepts 

developed, the methodology for research 

strategy and analysis. 

2.2. Research Process 

To address the need for a robust information 

security management system (ISMS) that aligns 

with ISO 27001:2022 and supports the digital 

transformation of SME, this research employs a 

systematic process to explore and analyze the most 

effective strategies. A research process involves a 

series of structured steps designed to identify 

challenges, develop solutions, and evaluate 

outcomes to achieve the desired objectives. The 

research process is illustrated in Figure 2. 

 

 
Figure 2 Research Process 

Research Process is the stage of the research 

design process. In this research, the systematics is 

divided into 5 stages. 

 

a. Problem Explanation 

At this stage, it can be started by looking for 

problems by reading research on the application 

of ISO 27001: 2022 in organizations, ISO 

27001: 2022 as best practice, international 

standard comparisons COBIT 2019 Information 

Security Focus Area and NIST SP 800-53, 

national information security management 

regulations, and internal BPRACo company 

documents. Furthermore, the problem to be 

discussed will be determined by the researcher, 

setting objectives, and research limitations. 

After the entire procedure is complete, 

verification will be made to the supervisor 

regarding the activities that will be carried out 

during this research. 

b. Determination of Need 

Formulate a list of questions based on the 

research needs. Next, conduct semi-structured 

interviews. Then, determine the priority of 

clauses and annexes based on digital 

transformation for assessment with 

organizational conditions. After that, a risk 

analysis assessment is carried out to determine 

the selected clauses and annexes for 

recommendations. The last process is to 

determine the clauses and annex 

recommendations following the type of people, 

process, and technology aspects. 

c. Design and Manufacture 

At this stage, the design of the information 

security management system is carried out 

according to the selected clauses and annexes. 

Improvement recommendations follow three 

aspects, namely people, process, and 

technology. 

d. Demonstration 

At this stage, after designing recommendations 

for information security management systems 

from the aspects of people, process, and 

technology. Furthermore, time estimation is 

carried out according to the selected annex 

clause and its effect on certification preparation 

is analyzed. 

e. Evaluation 

Four testing steps are carried out to assess how 

effective the solution is to solve the problem. 

Starting from testing to ensure the information 

data is valid, evaluating the research results to 

what extent they can be applied and used in the 

organization, and the research results are used 

as a basis for the organization to implement an 

information security management system. 

 

2.3. Data Collection and Processing 

In this research, the semi-structured interview 

method was used because in the interview the 

interviewer has a clear list of questions and still the 

interviewer is prepared to be flexible. The 

interviewee can develop further and open questions. 

Before conducting the interviews, we sent out a 

research request letter and received a response in the 

form of a research approval letter. The interviews 

were carried out both in-person over two days at the 
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BPRACo headquarters and virtually via the 

Microsoft Teams platform. These sessions were 

recorded for later transcription. Interviews 

continued until data saturation was reached, 

meaning no new significant information was 

emerging [29]. To achieve this, multiple rounds of 

interviews were conducted to ensure thorough 

coverage of the topic [29]. We conducted semi-

structured interviews with three representatives 

from BPRACo. Table 1 presents the primary data 

collected.  
Table 1 Primary Data 

Date & 

Duration 

Interviewee Topic 

March 14, 

2024 

(09.00 – 

16.00) 

Interviewee 1 (IT 

Manager), 

Interviewee 2 (IT 

Staff), Interviewee 

3 (IT Staff) 

Interview on 

organizational 

conditions, 

general 

information 

security, and data 

retrieval from 

documents 

March 15, 

2024 

(09.00 – 

16.00) 

Interviewee 1 (IT 

Manager), 

Interviewee 2 (IT 

Staff), Interviewee 

3 (IT Staff) 

Interview on 

annex clauses, and 

data retrieval from 

documents 

April 26, 

2024 

(10.00 – 

11.00) 

Interviewee 2 (IT 

Staff) 

Interview on 

annex clauses 

June 20, 

2024 

(10.00 – 

11.00) 

Interviewee 2 (IT 

Staff) 

Interview on 

annex clauses, 

analysis methods, 

and draft 

recommendations 

 

Regarding the interview findings, interviewee 

1 stated, "BPRACo will continually require digital 

transformation to enhance its banking operational 

services. Digital transformation will lead to greater 

operational efficiency, improved customer service, 

and enable BPRACo to stay competitive in a 

constantly changing market [30]." This indicates 

that BPRACo needs to shift some traditional 

activities to digital formats to enhance customer 

efficiency. 

Secondary data was gathered through a 

triangulation of internal and public documents to 

obtain more detailed information and a more 

comprehensive understanding of the data. Table 2 

illustrates the secondary data utilized. 

 
Table 2 Secondary Data 

Data Type Data 

Secondary Data  Organizational Structure.  

Security Information. 

Annual Report.  

Strategy Plan.  

Data Type Data 

Hardware and software 

documents.  

IT Implementation SOP. 

BPRACo Official Website. 

 

In this study, researchers also used a thematic 

analysis approach. Thematic analysis provides a 

more structured framework, suitable for data 

analysis in the context of case studies and design 

science research [31].  

In addition, conducted based on a case study, 

the case study method is the right choice to use in 

research because it uses the main research question 

how or why, requires little time to control the events 

under study, and the research focus is a modern 

phenomenon to follow modern events [32]. 

 

RESEARCH RESULTS AND DISCUSSION 

3.1. Annex Clause Priority 

The priority of the annex clause is assessed 

based on 3 aspects, namely Regulation POJK 

SEOJK No. 75 [26] and POJK No. 7 [33] research 

on information security management systems for 

SME [34], [24], and previous research on digital 

transformation in the banking sector  [6], [7]. Each 

aspect has equal weight, and the assessment is done 

by seeing whether the annex clause is discussed in 

the three aspects or not. If the annex clause is 

addressed in the aspect, it is given a plus and if it is 

not addressed in the aspect it is crossed. 

 

3.2. Conformity Assessment to Priority Clauses 

and Annex 

The Conformance Assessment is carried out to 

see the current condition of the ISMS at BPRACo 

 in accordance with the priority clauses and annex of 

the digital transformation that has been carried out. 

 
Table 3 Current Grade Level 

Value Description 

N/A This condition is used when the 

requirements of a particular clause 

or control are not relevant for the 

organization's environment or 

operations. 

0 No The organization has not 

implemented the clause or annex at 

all. This means that in their 

information security management 

system, the relevant clause or annex 

has not been implemented and no 

steps have been taken to meet those 

requirements. 

0,5 Partially The organization has not fully 

implemented the clause or control. 

Although some steps have been 

taken in adopting the relevant 

clause or annex, the 
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Value Description 

implementation has not reached the 

overall level or consistency 

expected in this standard. 

1 Fully The organization has implemented 

the clause or control well. This 

indicates that the organization has 

adopted and implemented 

appropriate procedures or actions to 

meet the requirements and achieve 

an overall level of compliance with 

the clause or control. 

 

A conformity assessment of the clauses and 

annexes based on the current state of the 

organization, with results: 

a. Assessment (1) 

- 4.1 The organization shall determine the 

external and internal issues relevant to its 

objectives 

- 4.2 Understand the needs and expectations 

of interested parties 

- Actions to address risks and opportunities 

- 7.1 Resources 

- 7.4 Communication 

- 5.2 Information security roles and 

responsibilities 

- 5.9 Inventory of information and other 

relevant assets  

- 5.12 Classification of information 

- 5.24 Information security incident 

management planning and preparation 

- 5.30 ICT readiness for business continuity 

- 5.31 Legal, statutory, regulatory and 

contractual requirements 

- 6.2 Terms and conditions of employment 

- 6.6 Confidentiality or confidentiality 

agreements 

- 7.5 Protecting against physical and 

environmental threats 

- 8.14 Redundancy of information 

processing facilities 

- 8.21 Security of network services 

- 8.34 Protection of information systems 

during audit testing 

b. Assessment (0.5) 

- 6.3 Change planning 

- 7.2 Competence 

- 7.5 Documented information 

- 8.1 Operational planning and control 

- 9.1 Monitoring, measurement, analysis and 

evaluation 

- 5.19 Information security in supplier 

relationships 

- 5.20 Addressing information security in 

supplier agreements 

- 5.22 Monitoring, reviewing and change 

management of supplier services 

- 7.11 Supporting utilities 

- 8.32 Change management 

c. Assessment (0) 

- 8.6 Capacity management 

- 8.16 Monitoring activities 

 

3.3. Risk Analysis 

Risk analysis is carried out to assess the high 

to low risks of each annex clause. In this research, 

risk analysis is assessed based on 3 components, 

namely: 

a. Threat includes the time when a risk is 

likely to occur, and the actor. 

b. Vulnerability or ease of exploitation. 

c. Impact includes influences or 

consequences that can occur and affect the 

value of the organization. 

In the analysis process, researchers determine 

the criteria for each aspect by considering the 

condition of the company, risk standards[35], and 

relevant previous research [36]. 

 
Table 4 Threat Vulnerability Criteria 

Code Threat Vulnerability 

High (3) - Time of occurrence < 

1 year 

- Performed by 

experienced or 

professional people 

(hackers) 

Very easy to 

exploit, no 

special ability 

required 

Medium 

(2) 

- Time of occurrence 

within 1-3 years 

- Performed by 

medium-skilled people 

(competitors, 

fraudsters) 

Exploitable 

with general 

technical 

ability 

Low (1) - Time of occurrence > 

3 years 

- Performed by people 

who do not have 

technical skills 

(employee error) 

Very difficult 

and requires 

special ability 

to exploit 

 
Table 5 Impact Criteria 

Code Impact 

Very High (4) Influential in all corporate and 

operational activities 

High (3) Influential in core corporate and 

operational activities 

Medium (2) Influential in some enterprise and 

operational activities 

Low (1) Influential for related enterprise 

activities and operations 

Very Low (0) No influence on enterprise and 

operational activities 

 

After mapping the priority clauses and annexes 

from the prioritization and determination of threat, 

vulnerability, and impact criteria with qualifications 

following ISO 27005 and organizational needs. 
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From the analysis results, the minimum score 

obtained is 0 and the maximum score is 8 [35]. 

 
Table 6 Risk Matrix 

 Threat Low Medium High 

Vulnera

bility 

L M H L M H L M H 

Im
p

a
ct

 

0 0 1 2 1 2 3 2 3 4 

1 1 2 3 2 3 4 3 4 5 

2 2 3 4 3 4 5 4 5 6 

3 3 4 5 4 5 6 5 6 7 

4 4 5 6 5 6 7 6 7 8 

 
The analysis was conducted following the 

criteria of each aspect, the current condition of the 

organization and the goals of the organization. 

Clauses and annexes that are continued to this stage 

are those that have a value of (0) and (0.5) in the 

assessment process. 

 
Table 7 Risk Analysis Results 

Clause/ 

Annex 

Threat Vulnera

bility 

Impact Score 

6.3 Planning 

of changes 

High Medium 2 5 

7.2 

Competence 

Medium High 3 6 

7.5 

Documented 

information 

Medium Medium 3 5 

8.1 

Operational 

planning and 

control 

High  High 4 8 

9.1 

Monitoring, 

measurement, 

analysis and 

evaluation 

High High 3 7 

5.19 

Information 

security in 

supplier 

relationships 

Medium High 3 6 

5.20  

Addressing 

information 

security 

within 

supplier 

agreements 

Medium High 3 6 

5.22  

Monitoring, 

review and 

change 

management 

of supplier 

services 

Medium Medium 2 4 

Clause/ 

Annex 

Threat Vulnera

bility 

Impact Score 

7.11 

Supporting 

utilities 

High High 3 7 

8.6 Capacity 

management 

Medium Medium 2 4 

8.16 

Monitoring 

activities 

Medium Medium 3 5 

8.32 Change 

management 

Medium Medium 2 4 

 
ISO 27005 assesses the division of the final score 

into three low, medium, and high with numerical 

divisions such as: 

1. Low 0-2 

2. Medium 3-5 

3. High 6-8 

3.4. Annex Clause Prioritization Result 

Based on the results of clause & annex 

prioritization, assessment, and risk analysis, the 

following clauses & annexes were selected for 

digital transformation. 

 
Table 8 Prioritization Result 

Clause & Annex Priority Assessment Risk 

7.1 Competence 100 0,5 High 

8.1 Operational 

planning and 

control 

100 0,5 High 

9.1 Monitoring, 

measurement, 

analysis and 

evaluation 

100 0,5 High 

5.19 Information 

security in 

supplier 

relationships 

100 0,5 High 

5.20  Addressing 

information 

security within 

supplier 

agreements 

100 0,5 High 

7.11 Supporting 

utilities 

100 0,5 High 

 

3.5. Design of Information Security Management 

System (ISMS) 

In the context of BRPACo, the design of the 

information security management system aims to 

improve organizational readiness for digital 

transformation by planning, adjusting, and 

managing priority information security at BPRACo 

to comply with the information system security 

management system based on ISO 27001: 2022 and 

using the controls in ISO 27001: 2022 as a reference 

for achieving the information system security 

http://jurnal.unidha.ac.id/index.php/jteksis


Jurnal Teknologi Dan Sistem Informasi Bisnis  

Vol. 6 No. 4 Oktober 2024 Hal. 820-831 

http://jurnal.unidha.ac.id/index.php/jteksis 

 

 

 

E-ISSN : 2655-8238 

P-ISSN : 2964-2132 

 

 

  
 
 
  

  

Jurnal Teknologi Dan Sistem Informasi Bisnis – JTEKSIS Vol.06 No.4 Oktober 2024                                                                    826 

management system.  This design involves aspects 

of people, process, and technology. 

 
Table 9 Recommendation Aspects 

Clause & Annex Aspect 

7.2 Competence People 

8.1 Operational planning and control Process 

9.1 Monitoring, measurement, 

analysis and evaluation 

Process 

5.19 Information security in supplier 

relationships 

Process 

5.20 Addressing information security 

within supplier agreements 

Process 

7.11 Supporting utilities Process & 

Technology 

 

a. People Aspect Design 

The design of the people aspect produces 

two (2) recommendations which are divided 

into responsibility, and skills and awareness. In 

responsibility it is recommended to inform all 

personnel about information security 

responsibilities so that each personnel know 

their role in supporting information security. In 

skill & awareness, it is recommended to 

standardize knowledge about information 

security for old and new personnel such as 

understanding information security, expertise in 

information security risk management, cyber 

security and information technology expertise, 

and data management expertise. To set these 

standards, training, certification, and 

socialization can be carried out for old 

personnel who have joined and apply these 

standards in recruiting new personnel. 

b. Process Aspect Design 

The design of the process aspect resulted in 

seven (7) recommendations, namely the 

preparation of operational planning and control 

procedures; procedures for monitoring, 

measuring, analyzing, and evaluating 

information security; information security 

procedures in agreements with suppliers; 

procedures for regular monitoring and 

evaluation of supporting utilities; information 

security policies for relationships with external 

vendors; policies for determining and 

documenting information security requirements 

in agreements with suppliers; work instructions 

for operational planning and control; and work 

instructions for operational planning and 

control. 

c. Design of Technology Aspect 

Designing in the technology aspect results 

in one (1) recommendation, namely increasing 

supporting utilities for information security 

digital transformation. 

 

3.6. Roadmap Recommendations Implementation 

Design 

The recommended roadmap in Table 10 

provides an overview of the steps to be taken and the 

amount of time required to complete each step. The 

recommended roadmap outlines the level of need, 

difficulty, and organizational capabilities. 

 
Table 10 Recommendation Roadmap 

Activity Time Period 

2024 2025 

9 10 11 12 1 2 3 4 5 6 

7.2 

Competence 

          

8.1 

Operational 

Planning and 

Control 

          

9.1 

Monitoring, 

measurement, 

analysis and 

evaluation 

          

5.19 

Information 

security in 

supplier 

relationships 

          

5.20 

Addressing 

information 

security 

within 

supplier 

agreements 

          

7.11 

Supporting 

utilities 

          

 

Recommended roadmap for the 

implementation of the clauses and annexes starting 

in September 2024 and expected to be completed by 

June 2025. In the roadmap recommendations: 

a. September - October 2024, 

recommendation 7.11 Competence will be 

implemented. This recommendation is 

done early because personnel competence 

is a very important foundation for the 

implementation of all aspects of 

information security and training and 

competence development is relatively 

faster to implement compared to other 

technical procedures. 

b. November - December 2024, 

recommendation 8.1 Operational Planning 

and Control will be carried out. To ensure 

that all information security processes go 

according to plan, operational planning and 

control is essential at the outset after having 

competent personnel in place. Having 
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proper documentation in place at the outset 

helps in organizing and overseeing all 

information security activities to be 

implemented. 

c. January - February 2025, recommendation 

5.19 Information Security in Supplier 

Relationships will be implemented. After 

designing operational and subsequent 

controls, relationship management with 

suppliers and ensuring they comply with 

information security requirements is an 

important first step. The identification and 

initial assessment of supplier risks requires 

time and coordination. 

d. March - April 2025, recommendation 5.20 

Addressing Information Security within 

Supplier Agreements will be implemented. 

Once information security in supplier 

relationships is managed, the next step is to 

strengthen agreements with suppliers to 

ensure long-term compliance. This will 

take time and is required once the initial 

understanding and management of supplier 

relationships has been done. 

e. May - June 2025 will be carried out 

recommendation 9.1 Monitoring, 

Measurement, Analysis and Evaluation is a 

follow-up step that must be carried out after 

the main process has been completed. This 

ensures that all previous steps are working 

properly and ensures that all 

recommendations are used correctly and as 

planned. Simultaneously, recommendation 

7.11 Supporting Utilities is carried out 

because it is very important to ensure 

stability and reliability after all the main 

processes are well underway. Supporting 

utilities should be ensured after all the main 

operational processes have been stabilized. 

 

3.7. Effect of Annex Clause Recommendations 

The results of the information security 

management system recommendations, if 

implemented by BPRACo, will have effects such as: 

a. 7.2 Competence 

By implementing the recommendation to 

improve competence, BPRACo will ensure 

that personnel have the necessary skills and 

knowledge to carry out their 

responsibilities related to information 

security. This will ensure BPRACo meets 

control 7.2 in full, as all key personnel will 

have the appropriate competencies to 

effectively protect information in the 

context of digital transformation. 

b. 8.1 Operational Planning and Control 

Implementation of the recommendation 

will help BPR ensure that all information 

security-related processes are properly 

planned and controlled, including the 

handling of operational changes and risks. 

By doing so, BPRACo will meet control 

8.1 in full, keeping critical processes 

aligned with information security 

objectives in the digital transformation 

process. 

c. 9.1 Monitoring, Measurement, Analysis, 

and Evaluation 

By implementing this recommendation, 

BPR will be able to conduct effective 

monitoring of its Information Security 

Management System (ISMS) performance 

and ensure the results are valid and reliable. 

This will fulfill control 9.1 in full, enabling 

BPRACo to proactively manage and 

improve information security performance. 

d. A.5.19 Information Security in Supplier 

Relationships 

By managing information security risks 

throughout the supply chain, BPR will 

ensure that relationships with suppliers do 

not pose additional risks to information 

security. This will help BPRACo meet 

control 5.19 in full by maintaining the 

integrity and security of information when 

interacting with third parties. 

e. A.5.20 Addressing Information Security 

within Supplier Agreements 

Implementation of this recommendation 

will ensure that all agreements with 

suppliers include clear and agreed 

requirements regarding information 

security. This will enable BPRACo to meet 

control 5.20 in full, protecting critical data 

and information in all external interactions 

with suppliers. 

f. A.7.11 Supporting Utilities 

By ensuring that all supporting facilities 

are properly managed and maintained, 

BPR will be able to prevent operational 

disruptions that could threaten information 

security. This will help BPRACo meet 

control 7.11 in full, maintaining 

operational continuity and information 

security throughout the digital 

transformation process. 

 

Implementation of the recommendations of 

each annex clause above will bring BPRACo closer 

to full compliance with ISO 27001:2022, which is 

the global standard for information security. Each 

step taken to meet the ISO 27001:2022 controls will 

ease the certification process, as BPRACo will be 

able to demonstrate consistent and ongoing 

compliance with the requirements of this standard. 

By focusing on high-risk areas and ensuring that 
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medium-risk areas remain stable, BPRACo is not 

only reducing risk, but also strengthening their 

information security structure, which is essential in 

digital transformation. 

 

3.8. Trustworthiness Evaluation Results 

In the final stage, researchers run four stages of 

quality testing to evaluate how effective the solution 

is in solving the problem  [37].The evaluation of this 

research was conducted in four stages:  

a. Credibility: To ensure credibility, the 

research used data triangulation from 

multiple sources such as interviews, 

surveys, and document analysis to verify 

the consistency of findings. Interim results 

were shared with participants for 

validation, and ISO 27001 experts, 

including the supervisor, provided 

feedback to ensure the depth and accuracy 

of the research. 

b. Transferability: A detailed description of 

the research context was provided, such as 

the characteristics of the BPR organization, 

to enable readers to assess the applicability 

of the research results in other similar 

contexts. Discussions with supervisors and 

ISO 27001 experts helped explore the 

adaptability of the research results to 

various organizations. 

c. Dependability: Dependability was ensured 

by documenting the entire research process 

in detail, enabling review by others. 

Consistency of methodology and research 

results was ensured through data 

triangulation and reviewed by supervisors 

and ISO 27001 experts. 

d. Confirmability: Confirmability was 

evaluated by triangulating data from 

multiple sources to minimize bias. The 

researcher's personal reflections and 

discussions with the supervisor also helped 

maintain objectivity, while validation by 

the company and the examining lecturer 

ensured that the findings were objective 

and based on valid data. 

 

3.9. Research Discussion 

This research emphasizes the importance of 

information security for BPR, especially during 

ongoing digital transformation (DT). This research 

contributes to the existing body of work on the 

banking and insurance industry in Indonesia [6], 

[16], [38]. Previous studies have demonstrated the 

impact of agile-adaptive and traditional IT 

governance (ITG) mechanisms on digital 

transformation and organizational performance 

within this sector [6]. Additionally, a case study on 

BRI, a major bank in Indonesia, identified seven 

ambidextrous ITG mechanisms crucial for 

successful digital transformation [16]. Subsequent 

research [38], highlighted the significance of 

information security as key elements for achieving 

digital transformation success. This body of work 

underscores the broader importance of effectively 

managing both digital (exploration) and IT 

(exploitation) strategies to enhance performance 

during digital transformation initiatives.  

This study confirms that effective information 

security implementation is critical to the success of 

digital transformation in SMEs such as BPR, 

particularly using the ISO 27001 standard. This is in 

line with the statement of one interview 2 participant 

who mentioned, “Yes, information security for 

BPRs is important, especially as it is required by 

regulations” [30], emphasizing that regulations also 

require the implementation of information security 

in BPR. 

BPRACo faces challenges in implementing 

ambidextrous or hybrid information security, mainly 

due to limited human and financial resources. 

However, with the right approach, which combines 

agile methodologies for rapid response to security 

threats and traditional approaches to maintain 

operational stability, BPRACo can improve its 

information security efficiency and resilience. The 

results of this study provide important insights into 

how a flexible, ISO 27001-based information 

security approach can be adapted and implemented 

in organizations with limited resources. 

As such, this research confirms that flexibility 

in information security approaches, in accordance 

with the ISO 27001 standard, is key to meeting the 

challenges of digital transformation. It paves the 

way for BPRACo to adopt more effective 

information security strategies, maximize the use of 

existing resources, and improve competitiveness in 

the digital age. 

 

CONCLUSION 

To answer the research questions, we first rely 

on the results from designing an information 

security management system based on ISO 27001: 

2022 at BPRACo, it is concluded that although the 

priority steps of regulation and digital 

transformation have been carried out, there are still 

several clauses and annexes that have not been 

fulfilled or are only in the early stages of 

development. The six annex clauses that are top 

priorities are: 7.2 Competence, 8.1 Operational 

planning and control, 9.1 Monitoring, measurement, 

analysis, and evaluation, A.5.19 Information 

security in relationships with suppliers, A.5.20 

Information security handling in agreements with 

suppliers, and A.7.11 Support utilities. Second, the 

recommendation process for this clause utilizes an 

appropriate people, process, and technology 
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approach, which will strengthen BPRACo resilience 

in the face of digital transformation. These 

recommendations ensure that human resources have 

the right competencies, operational processes and 

controls are effective, and technology infrastructure 

and supplier relationships are secure and reliable. 

This research has limitations only on 

recommendations for designing an ISMS, not on 

evaluating the implementation and results of 

designing an ISMS. This research contributes to the 

development of knowledge in the field of 

information security management for TD in small 

banks and provides practical implications for the 

management of similar organizations. 
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